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					INTRODUCTION

				

				
					
There is no more difference between the computer and the phone, laptop and any mobile device. With the introduction of the Cloud, IoT and other modern technologies, the differences are almost erased. However, with the overall connectivity and connectedness, the people and the industry are facing an ever-growing problem of data privacy. As people want to be connected, but not to share all of their data and not to have their data stolen or otherwise misused.

This highly participative EuroMaTech training course will address the major issues of data privacy and preparing for the future, especially now where the sphere of telecommunications is totally liberalised, and there are many interconnected open network provision service providers.

The main effect of this liberalisation and open network provision on current telecommunications services is that whereas before there was only one (state owned) company having full access to and control over the telecommunications infrastructure and its operations, nowadays there are several companies with interwoven infrastructures and operations, which must be on the other side governed by the state and international laws. Therefore, many states have introduced data protection laws, or use their general provision for data protection, while some other entities, for instance European Union have introduced international laws which affect not only the member states but all other enterprises which deal with the data of EU citizens.

Participants attending this Data Privacy training course will develop the following competencies:

	Understand the value of confidentiality in different spheres of life
	Learn how the privacy of data can be protected
	Align the operations of telecommunication service providers to protect the data
	Balance the requirements of connectivity and service provision with data protection
	Make a significant contribution to data privacy protection for their customers
	Learn the impact of General Data Protection Regulation (GDPR)
	Get acquainted with the standards in data privacy

				

			

		

	

		
		
		
			
								
					
						TRAINING OBJECTIVES

					

					
						
The EuroMaTech training course on Data Privacy aims to help participants to develop the following critical objectives:

	Understand the meaning and impact of data privacy on their operations
	Know how to apply the main techniques for data privacy protection
	Develop understanding of GDPR and its application
	Apply the most effective techniques of data privacy protection
	Effectively use ISO standards, local and international rules on data protection
	Achieve targets and performance KPIs required by the rules and standards
	Build strong emphasis on privacy versus utility in the techniques
	Gain insight into current data privacy threats and risks

					

				

								
					

				

								
					
						WHO SHOULD ATTEND?

					

					
						
This Data Privacy training course is suitable for a wide range of professionals, but will be particularly beneficial to:

	Professionals and leaders who wish to learn more about data governance
	Professionals in the field of privacy, data protection, cyber security strategies, information governance
	Telecommunication professionals
	Personnel who work in IT systems management and information security
	Persons involved in legal, risk management, projects, HR and procurement
	Business Analysts
	Senior Managers
	Risk and Audit Managers
	Legal Advisors
	Technical Managers
	Business Change Professionals
	Project Management Professionals
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					TRAINING METHODOLOGY

				

				
					
This Data Privacy training course will combine presentations with instructor-guided interactive discussions between participants relating to their individual interests. Practical exercises, video material and case studies aiming at stimulating these discussions and providing maximum benefit to the participants will support the formal presentation sessions. Above all, the course leader will make extensive use of case examples and case studies of issues in which he has been personally involved as well as the leading examples of data privacy infringement cases.
				

			

		

	

		
		
		
			
								
					
						TRAINING SUMMARY

					

					
						
This unique EuroMaTech training course on Data Privacy covers discussion of critical areas of strategic thinking and planning of data protection, techniques used for data anonymization, risk mitigation measure and will have above all a practical focus on decision-making in conditions of complexity that include accountability in front of state and international laws and regulations.

The focus of this course is on the actions required to achieve highest level of data privacy while at the same time using all the benefits of modern connectivity technologies. This will include detailed presentation and discussion of contemporary leading-edge approaches to data privacy protection, as well as the future trends and challenges.
					

				

							

		

	

		
		
		
			
				
					TRAINING OUTLINE

				

				
												
								Programme Outline

							

														
								Day 1 : Data Privacy - Introduction

							

							
								Why is the Data Privacy important?
	Privacy vs anonymity,
	Defining and protecting sensitive data,
	Methods of data privacy protection,
	Privacy preserving data mining,

							

														
								Day 2 : National and International Data Privacy Protection

							

							
								Data privacy protection regulation in GCC
	ISO 27001 description and implementation
	ISO 27001 audit
	GDPR

	Scope, implementation, application
	Cross-border Data Transfers
	Data Protection Impact Assessment (DPIA)




							

														
								Day 3 : Privacy in Big Data Era

							

							
								Privacy protection at Data Provider
	Privacy protection at Data Collector
	Privacy protection and data transmission
	Privacy protection at Data Mining

							

														
								Day 4 : Privacy Protection regarding Mobility Data

							

							
								Mobility data sources
	Mobility models for individual
	Location sensing technologies
	Cryptography
	Privacy risks
	Overview of privacy infringement cases

							

														
								Day 5 : Data Privacy and Telecommunications

							

							
								Trusted Execution Environment
	Data privacy in Vehicular Ad Hock Networks
	Network Security

	IPsec
	SSL / TLS
	Firewalls
	Intrusion and Anomaly Detection



	Vulnerabilities and Risks in Cellular Data Networks
	Future of the data privacy
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										EuroMaTech is registered with the National Association of State Boards of Accountancy (NASBA) as a sponsor of continuing professional education on the National Registry of CPE Sponsors. State boards of accountancy have final authority on the acceptance of individual courses for CPE credit.
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										Euromatech is a Knowledge & Human Development Authority (KHDA) approved training institute in Dubai, licensed and approved to deliver training courses in the UAE.

The KHDA is the regulatory authority in the UAE, that oversees administering, approving, supervising, and controlling the activities of various education providers in the UAE.  We are proud of our commitment to ensuring quality training courses and status as a KHDA-approved training provider.

Taught by our team of highly qualified trainers, our KHDA approved training courses will provide you with an enriching learning experience and practical knowledge that will help you future-proof your career and support professional development within your organisation.
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British Indian Ocean Territory (Chagos Archipelago)
British Virgin Islands
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canada
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo
Congo
Cook Islands
Costa Rica
Cote d'Ivoire
Croatia
Cuba
Curaçao
Cyprus
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Falkland Islands (Malvinas)
Faroe Islands
Fiji
Finland
France
French Guiana
French Polynesia
French Southern Territories
Gabon
Gambia
Georgia
Germany
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guernsey
Guinea
Guinea-Bissau
Guyana
Haiti
Heard Island and McDonald Islands
Holy See (Vatican City State)
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran
Iraq
Ireland
Isle of Man
Israel
Italy
Jamaica
Japan
Jersey
Jordan
Kazakhstan
Kazakhstan
Kenya
Kiribati
Korea
Korea
Kuwait
Kyrgyz Republic
Lao People's Democratic Republic
Latvia
Lebanon
Lesotho
Liberia
Libyan Arab Jamahiriya
Liechtenstein
Lithuania
Luxembourg
Macao
Macedonia
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Micronesia
Moldova
Monaco
Mongolia
Montenegro
Montserrat
Morocco
Mozambique
Myanmar
Namibia
Nauru
Nepal
Netherlands
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island
Northern Mariana Islands
Mexico
Norway
Oman
Pakistan
Palau
Palestinian Territory
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn Islands
Poland
Portugal
Puerto Rico
Qatar
Reunion
Romania
Russian Federation
Rwanda
Saint Barthelemy
Saint Helena
Saint Kitts and Nevis
Saint Lucia
Saint Martin
Saint Pierre and Miquelon
Saint Vincent and the Grenadines
Samoa
San Marino
Sao Tome and Principe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Sint Maarten (Netherlands)
Slovakia (Slovak Republic)
Slovenia
Solomon Islands
Somalia
South Africa
South Georgia & S. Sandwich Islands
Spain
Sri Lanka
Sudan
Suriname
Svalbard & Jan Mayen Islands
Swaziland
Sweden
Switzerland
Syrian Arab Republic
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkey
Turkmenistan
Turks and Caicos Islands
Tuvalu
U.S. Virgin Islands
U.S. Minor Outlying Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
United States
Uruguay
Uzbekistan
Vanuatu
Venezuela
Vietnam
Wallis and Futuna
Western Sahara
Yemen
Zambia
Zimbabwe
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